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The Pervasive PSQL Startup Process

This document explains the basic startup process when a Pervasive-based application
opens up a database file on a server for the first time. This information can be useful for
troubleshooting your own Pervasive environment by seeing where your system deviates
from the *“standard” process.

Using Wireshark, we have captured the following conversation of an application opening
up a data file on a Windows server.

17 0.277583 192.168.1.23 192.168.1.11 TCP 66 59519 > btrieve [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=8 SACK_PERM=1
18 0.000099 192.163 1.11 192.153.1.23 TCP 66 btrieve > 59519 [SYN, ACK] Seq=0 Ack=1 H1n=15334 Len=0 M55=1460 ws=0 s5a
1.23 1 59519 > btrie 4 o
2 iEE] 1 59519 > btrie
2 1.11 1 f
2 1.23 1
23 1.11 1
24 L 1
2 1.11 1
26 L 1 , ]
27 .1, 1 3 btrieve > 59519 [P5SH, ACK] Se 86 AcC k=25; Win=65251 Len=104
28 0 .1, 1 Tree Connect AndX Reguest, Path: “\DEATHSTAR\IPCS
29 0.000148 192.168.1.11 192.168.1.23 SMB 114 Tree Connect Andx Response
30 0.000134 192.168.1.23 192.168.1.11 SMB 182 NT Create AndX Regquest, FID: OxB00O, Path: “BMKDE“FUNCTION.PIP
31 0.000322 192.168.1.11 192.168.1.23 SMB 193 NT Create AndX Response, FID: OxB0OO
32 0.000110 192.168.1.23 192.168.1.11 SMB 130 Trans2 Request, QUERY_FILE_INFO, FID: Ox8000, qQuery File standard Info
33 0.000115 192.168.1.11 192.168.1.23 SMB 142 Trans2 Response, FID: OxB000, QUERY_FILE_INFOQ
34 0.000102 192.168.1.23 192.168.1.11 SME Pif 224 TransactNmPipe Regquest, FID: 0xB000
35 0.001664 192.168.1.11 192.168.1.23 SME Pif 148 TransactNmPipe Response, FID: Ox8000
36 0.000089 192.168.1.23 192.168.1.11 SMEB 99 Close Request, FID: Ox8000
37 0.000104 192.168.1.11 192.168.1.23 SMEB 93 Close Response, FID: OxE000
1. 02 i 6 59519 > btrieve [PSH, ACK] Seq=285 Ack=290 win=65280 Len=142
.1. 1 btrieve > 59519 [PSH, ACK] Seq=290 Ack=427 win=65109 Len=139
1. 1 59519 > btrieve [PSH, ACK] Seq=427 Ack=429 win=65024 Len=88
. 000205 1. 1 btrieve > 59519 [PSH, ACK] Seq=429 Ack=515 Win=65021 Len=137

The first column here is the packet number, referred to below. The second column
indicates the time elapsed since the previous packet, which tells us about resp[onse times
and network latency. In this case, the workstation is at 192.168.1.23, and the server was
at 192.168.1.11, so you can see the traffic flow.

Now, let’s go through the process step by step.

1. The first need is for the workstation to attach to the database server via TCP. This
requires a three-way TCP handshake (SYN, SYN/ACK, ACK) that is visible in
packets 17-19. This standard TCP process is documented at length in the protocol
Specs.

2. Then, the database client queries the server to find its version using an old Btrieve
6.x Version call. We see this in packet 20 in the data block where the Version
call (Opcode OxlA) |s VISIb|e

0000 52 a4 ba db fd 27 a9 08 00 45 00 e -
0010 DD 64 02 bc 40 00 80 06 00 00 cO a8 01 17 cO a8 o R
0020 01 Ob e8 7f Od 17 7d 33 50 7e 8d 6b T2 ae 50 18 ...... 12 P k..P.
0030 01 00 83 c9 00 00 3c 00 4b 00 00 00 20 00 00 00O ...... <. Koo, ...
0040 00 00 00 00 00 Q0 ff £ff Ff ff 00 00 cO a8 01 17 ........ .vennnn
0050 e8& 7f 57 52 2c 17 3c 00 0O OO 05 00 00 00 00 00 LWR, L
0060 00 00 00 00 1a 00 2c 00 OO0 OO0 OO0 00 0a 0O 0O 00 ...... SRR
0070 00 00 ..
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The database replies with the version and engine type in Packet 21, showing us

that this englne is PSQLVlO 30 runnlng ofn Wlndows (T)
8 52 08
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Packets 22 and 23 are Btrieve Reset commands, designed to kill off the session
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that was just opened.
Packets 24 and 25 are a negotiation where the Client asks the server if PARC
(Pervasive Auto-ReConnect) is enabled, and they negotiate on a reconnect time if
needed.
Packets 26 and 27 show a newer 7.90 database call to request the Microkernel

Version (MVER) WhICh reconflrms v10. 30
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Now that the version is known, we have to authenticate to the database server’s
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OS. During this process, a Named Pipe call is initiated to the server to trade

security information with the server.

SMB
SMB
SMB
SMB
SMB
SMB

SME Pif
SME Pif

SMB
SMB

142
114
182
193
1320
142
224
148

99

93

Tree Connect Andx Request,

Tree Connect AndX Response
NT Create AndxX Request,
NT Create AndX Response,

Trans2 Request, QUERY_FILE_INFO,
Trans2 Response, FID: Ox8000, QUERY_FILE_INFO
TransactNmPipe Request,

TransactNmPipe Response,
Close Request, FID: Ox8000

Close Response,

FID: 0Ox8000,

FID: Ox8000
FID: Ox8000, Query File standard Info

FID: OxXEQODO

FID: 0x8000

FID: Ox8000

path: “\DEATHSTAR\IPCS%

Path: “BMKDE.FUNCTION.PIP

This provides the user account information and returns a security 1D that will be
used to validate that the user has appropriate rights to access the files on the
server. (Note that this is NOT done on the Workgroup Engine, which utilizes no
operating system security.)
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8.

10.

The next packet, 38, includes the FileOpen request, which passes the full UNC
pathname to the file being requested.

0000 00 13 72 8 c7 52 a4 ba db fd 27 a9 08 00 45 00 «.F..R.. .. ...E.
0010 00 b6 02 c5 40 00 80 06 00 00 cO aB 01 17 cO a8 e BalL e
0020 01 Ob e8 7f Od 17 7d 33 51 93 Bd 6b f3 cf 50 18 ...... 13 q..k..P.
0030 00 ff 84 1b 00 00 8e 00 4e 00 00 00 20 00 00 OO0  ........ |
0040 00 00 00 00 Q0 01 £F ff ff £f 00 00 c0 aB 01 17  .....vv oevevns.
0050 e8 7f 57 52 2c 17 90 O7 0O 00 00 00 00 00 58 0O LWR, L. *.
0060 00 00 00 0O 00 OO0 00 0O OO0 00 58 00 00 00 36 00 ........ B SR
0070 00 00 00 OO0 OO0 OO QO OO OO0 Q0 00 07 db 43 4d 01 ........ ..... M.

0080 4d 51 00 00 00 QO ff £f ff ff 00 00 00 00 5c 5c¢ MO, iiie cunnns B
0090 64 65 61 74 68 73 74 61 72 5c 63 75 73 74 5c 4d deathsta r‘cust'Mm
00a0 4b 44 45 54 52 41 43 45 5c 46 49 4c 45 2e 44 44 KDETRACE “FILE.DD
00b0 46 00 2a 27 00 50 Od b2 90 cO B6 Bf f7 91 00 5c e Y,
00cD 4f 2e 53 fb 0. 5.

Packet 39 is the reply showing the file is now open (3.5ms later).

The last two packets (40 and 41) are the Statistics call that the client generates to
verify the existence and length of each key for key length validation. Notice that
the response time here is only 0.2ms, indicating that out network latency is very
low on this environment.
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