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In some cases, the easiest way to identify problems in a network system, such as
performance problems or system failures, is to grab a network capture -- a log of all
networking packets that enter and leave a workstation. When typical "hit or miss"
troubleshooting doesn't seem to be working, we may instruct you to collect a network
trace, and these instructions serve as a simple way to perform this task.

Downloading and Installing Wireshark

The first step is to download Wireshark. Go to www.wireshark.org and click on the
Download Wireshark Now button:

IR/ ;| S—
WIRESHARK

Wireshark Get Help

_g

Download Wireshark
Get Started Now

Then select the Windows Installer link from the next dialog.

Download Wireshark

Get Wireshark

The current stable release of Wireshark is 1.8.4. It supersedes all prewuus‘h
releases of Ethereal. You can also download the |atest development release
documentation. )

" Windows Installer (64-bit) r
Windows Installer (32-bit) '
Windows U3 (32-bit) i
Windows PortableApps (32-bit) ?
0S X 10.6 and later Intel 64-bit .dmg 3
0S X 10.5 and later Intel 32-bit .dmg ’
0S X 10.5 and later PPC 32-bit .dmg l
Source Code "

If you are running on a 64-bit operating system, then you may want the 64-bit version.
Otherwise, download the Windows Installer (32-bit).

When the download finishes, run it with all of the default options (click next, next, etc.)
to install the software. When it is done installing, launch Wireshark.
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Starting Wireshark and Setting up a Simple Capture

A simple capture is used when you can easily duplicate your network problem, like
starting an application. When Wireshark launches, you will see a standard welcome
screen, which looks something like this:

- - - - — =
[l The Wireshark Netwark Analyzer - —_ = | 5 |
File Edit View Go Copture Analyze Statistics Telephony Tools Intemals Help
Buoew SEAX2ZE Aesa T2 QeaE @Bk B
Filter: [ Expression... Clear Apply Save
The World's Most Popular Network Protocol Analyzer
Capture Files [ Online |
= Interface List =) Open Website
Live list of the capture interfaces Open & previously captured file Visit the project’s website
{counts inceming packets)
Open Recent: o) User's Guide
@ Start e N
R:\G4-Jan-2013_1_00003_20130104110551 (32 MB)  * The User's Guide flocal version, i installed)
Choose one or more interfaces to capture from, then Start
R:\04-Jan-2013 1 00001 2010104110531 (32 ME) ]
LB Vhware Virtual Ethernet Adapter: \Device\NPF_{5412000 R:\04-Jan-2013_1_00002_20130104110543 (32 MB) @ Security
&% VMware Virtual Ethernet Adapter: \Device\NPF_{958DEFg! R:\04-Jan-2013_1_00004_20130104110601 (28 MB) Work with Wireshark a5 securely a5 possisie i
£#] Broadcom NetLink (TM) Gigabit Ethernet Driver. \Device) DA\Download\SLOW.CAP (16 ME) L
D\Download\ SLOW2.CAP (16 ME] 3
< I, | ' D:\Download\SERVER.CAP (16 MB)
Canture Opti D:\Download\NOSLOW.CAP (16 MB)
apture - P 'P“SV R:\19112012end.peap.peap [not found]
Skt 2 capture wih cletaled opticRs Ri\mo-purge case.peapng [not found] »
Ri\meo-case.pcapng [net found]
R:A19112012end.pcap [not found]
R:A\RJET\capture_00010_20121031133039.pcap [not fc
Capture Help RARJET\capture_00009_20121031133026 pcap [not fc
< m | r
How to Capture Sample Captures
Step by step to 2 successful czpture setup B -
A rich assortment of example capture files on the wiki
Network Media
@ Specific information for capturing on:
Ethernet. WLAN, _
Ready to load or capture Mo Packets Profile: Default

Click on the Capture Options button, as indicated above, and you will see the Capture
Options dialog box. Users of older versions of Wireshark will see the screen on the left,
while users of newer versions will see the image on the right.
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Wireshark: Capturs Opti
¥ e G Ort Select Network Card Here
Capt
Interface: |Local E Broadcom Netkireme Gigabit Ethernet Driver: \Device\NPF {9 ~ |
1P address: feB:ic4T5:dlefc:bbbd:dess, 192168130
Link-layer hesder type: | Ethernet Wireless Settings
Capture packets in promiscuous mode Remote Settings
[] Capture packets in pcap-ng format (experimental) o -
. e (3
[7] Limit each packet to | 1 bytes Uncheck these
3 options
= -
Capture File(s) Display Ogglfte. Capture on 3l intedaces Uncheck these Maniage interfaces
Capture sl in promiscuous mode 3 oprions
File: [F] Update list of packets in real time L .
Capture Filels) izplay Options
7] Use muttiple files
anfhe 1 Automatic scrolling in live capture File: Browsed Update fist of packets in real fime
Use multiple fdes Use peap-ng format
Next file every 1 [T] Hide capture info dialog Ty
Ring buffer with |2 files et ' )
N Resoion Hide capture info dislag
Stop capture after 1 file(s) L
Narne Resohation
Stop Capture... Enable MAC name resolution o -
Enable MAC name resclution
Stop Capture .
O after 1 -] packetis) [l Enable petwork name resclution . )
B after |1 3] megabyte(s =D z s Ensble petwork name reschution
. after 1 ¥
[ osfter 1 | minute(s Y A Ty e . — 4] Ensble yranspont name resshution
e st b e

First, verify that the correct network card is indicated in the box on the top, or your
capture will likely be empty.

Second, verify that the three Display Options are NOT checked. (The default is
checked, but we want to keep the capture process as simple as possible.)

Setting up a Circular Buffer Capture

For some issues, you may need to capture a LOT of data, or you may not know when the
error will occur. Wireshark handles smaller capture files very well, but when your files
get TOO large, the system starts to get sluggish. To avoid this, we recommend setting up
a "circular buffer" capture, which grabs the network data in a number of smaller, more
manageable, capture files.

First, follow the steps above as in the simple capture. Then, we'll make a few more
changes in the Capture Options dialog box. (We’re showing the older style dialog box,
but the fields we are looking at are the same on both styles.)
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[l Wireshark: Capture Options (=] B [
Capture

Interface: Local |Z| Broadcom Netktreme Gigabit Ethemet Driver: \Device\NPF (9 = |
1P address: feB0z:c475:defd:bbbd:4ea’, 192.168.1 30

Link-layer header type: | Ethernet Nireless Settings

Capture packets in promiscuous mode Remote Settings

ha format (experimental) &
Enter your path Buffer size: |1 | megabyte(s)

b
and base file name | S

Capture File(st Display Options-

File: | c\data\Capturel Browse...
I Check this box

Use multiple files
Next file every 32

AOTOrmatic sCrofing 1 Ve captire

= | megabyte(s) E
[ Netfileevery |1 BT v
Ring buffer with 10| = files

32MB per file
is about right

[T Step capture after |1

Stop Capture name resclution

O ..after |3 100 files provides [F] Enable network name resolution
.o fter 1 3.2GB of trace data
B .. after 1 ————" Enable transport name resolution

First, enter a path and base filename for the capture. This location should have enough
disk space for the total size of the capture -- so you will want to verify this FIRST.

Then, check the Use multiple files option, as well as the Next file every and Ring buffer
with options.

Put 32 into the Next file every box, so that each trace file will be 32MB -- a size small
enough that Wireshark can handle with ease on just about any system.

Finally, put a number into the Ring buffer with box that corresponds to the amount of
data that you need to keep. Note that 100 files of 32MB each = 100*32 = 3.2GB. In
many cases, even this is FAR too much, and you might be able to get away with 10, 20,
or so. This is a good time to re-verify that you have enough disk space in the location
provided. If you run out of disk space, bad things can happen!

Capturing from a Remote Desktop Session

When you are remotely controlling a machine via Remote Desktop, the network capture
will get all of your RDP packets, as well as the rest of the data that you want. Obviously,
this can change the environment enough such that you don't get a valid capture, so this is
not recommended.

However, if you must use an RDP session, then you want to make one more change to
the Capture Options dialog box:

]j’ “’Ept‘.‘r’p"”-_,,—--w e T S ~ "Réfnote .':e'é‘\?mj'.'" il .'\_

#_| Capture packets in pcap-ng format (experimental) 1
lf’.ﬂ L\r:\t ea::'\ packett: 1p : : h:tes Buf . [egabm( ?
<= Add this filter

| CaptureFilter:| | port not 3389 for RDP &
3 = captures - L
s\Capture File(s) i |

xk‘?"ﬁ_’““‘data\capt”’d Browse..| | | 7] Ypdate list of packets in rEaItimJ
PRl TNl ST N Y e
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If you are running the newer Wireshark releases, double-click on the NIC entry to bring
up the Interface Settings dialog box:

[l dit Interface Settings (= | B [t

Capture
Interface:  Broadcom Netlink (TM) Gigabit Ethernet Driver: | Device\ NPF {7674243F-8237-4E53-5729-1 CDBCAFS4BAG)

TP address: | £eg0::7959:282h:Tee5:885b
192168148 I

Link-layer header type: |Ethernet [«

[7] Capture packets in promiscuous mode Add this filter for
[] Limit each packet to | 65535 | bytes RDP capitures
Buffer size: | 1 2| megabyte(s)

Capture Filter:| | port not 3389| Compile BPF

By adding "port not 3389" to the capture filter, you will exclude the RDP traffic, and get
a better handle on exactly what you ARE looking for. Again, if RDP is contributing to
the problem, then this filter may actually help disguise the problems you are trying to
troubleshoot.

Starting and Stopping the Capture

When you have set up the capture buffer as you need it, click Start to begin the capture.

2 g

«=nable transpo
y
kY

You will get the Captured Packets screen, which looks like this:

Wiresharkc Capture from Broadcom ... Ll =) [IEa

Captured Packets

Total 168 % of totol

scTP 0 0.0%
Tcp 102 | 607%
upp 2 369%
1cMP 0 0.0%
ARP 0 0.0%
OSPE 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
Px 0 0.0%
VINES 0 0.0%
Other I 24%

I2C Events
12C Data

Click to stop

Running 00:00:08

You will see the timer running, and packets will start accumulating into each bucket. If
you do NOT see any packets, then you may have selected the wrong interface. Go back
to the Capture Options screen and try a different network card.
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You should now use your system normally and duplicate the problem that you are trying
to troubleshoot. If possible, note the EXACT time that the problem occurs. Then, stop
the capture by clicking on the Stop button on the Captured Packets dialog.

Saving the Capture

If you created a circular buffer, then your packet capture is already saved into one or
more files in the location you specified. Each filename includes a timestamp of when the
file was CREATED, so that you can isolate the file which contains the "interesting"
packets.

If you were using a simple capture, then you'll instead see a screen like this:

[l Capturel - Wireshark = | (5 |

Eile Edit View Go (Capture Analyze Statistics Talaphon! Tools Help

Budee BEXEE A+ TL (EE QQAR @DM%| B

Filter: = Expression... Clear Apply
No. - Time Destination Protecol  Length  TCF *
1 0.000000 Click to Save the 2.1.30 38.116.147.117 Tce 54
2 0.342972 packet trace data .147.117 192.168.1.30 HTTP 1514
3 0.347977 .147.117 192.168.1.30 HTTP 1514
4 0.348023 8.1.30 38.116.147.117 TCP 54
5 0.352966 0.004943 38.116.147.117 192,168.1.30 HTTP 1296
6 0.550584 0.197618  192.168.1.30 38.116.147.117 TCP 54
7 0.665990 0.115406 feB0: :9cda:fcle:b57b:482F ff02::1:3 LLMNR. 87
8 0.666990 0.001000  192.168.1.28 224.0.0.252 LLMNR 67
9 0.704993 0.038003  192.168.1.11 192.168.1. 30 TCP 60
10 0.771996 0.067003 fe80::9cda:fcle:b57b:482F ff02::1:3 LLMNR 87
11 0.771999 0.000003  192.168.1.28 224.0.0.252 LLMNR 67
12 0.876041 0.104042 38.116.147.117 192.168.1.30 HTTP 1514
13 0.882000 0.005959 38.116.147.117 192.168.1.30 HTTP 1514
14 0.882039 0.000039  192.168.1.30 38.116.147.117 TCP 54
15 0.B885996 0.003957 38.116.147.117 192.168.1.30 HTTP 1280

16 0.900019 0.014023 192.168.1.30 192.168.1.11 TCP 54 -
T

@ Frame 550 (85 bytes on wire, 85 bytes captured)

m Ethernet II, Src: SLAVEI (00:1la:a0:dB:da:1c), Dst: DEATHSTAR (00:13:72:f8:c7:52)

# Internet Protocol, Src: 192.168.1.30 (192.168.1.30), Dst: 192.168.1.11 (192.168.1.11)

® Transmission Control Protocol, Src Port: 56868 (56868), Dst Port: 55338 (55338), Seq: 4120, ack: 5067, Len
® Data (31 bytes)

0000 00 13 72 f8 c7 52 00 1a a0 d8 da 1c 08 00 45 00
0010 00 47 79 8e 40 00 80 06 00 00 cO a8 01 le c0 a8
0020 01 Ob de 24 d8 2a b2 68 22 cc 47 12 &8 3a 50 18
0030 3f 57 82 b3 00 00 18 21 00 1f e8 dd af ed 62 2b
0040 a4 b0 dd 21 9e 9e a9 90 bl 95 52 d8 e6 88 &f ed
0050 f3 67 79 60 80

D File: "c:\data\Capturel” 192 KB 00:00:14 Packets: 567 Displayed: 567 Marked: 0 Dropped: 0 Profile: Default

Click the Save button to bring up the Save As dialog box.
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[ Wireshark: Save file as ==
Saven: [, RECOVERY (D) | «e@meE-
= MName Date modif.. Type Size
by
Recert Places | dell | Pragram Files
] File Folde
Desktop ProgramData | sources
Bil Bach Tools || users
Compttter Windows Enter file name without
= | File Folde extension (or with .pcap)
-
Network ,
File name: I — = Save
Saveastype:  [Wiresharkcpdump/ . - bpcap (*poap:”.cap) =] Cancel
Help
Packet Range
& Captured (" Displayed
* Al packets 567
(" Selected packst 1
.
[
" Range: 0

Then, enter a filename without an extension (or with a .pcap extension) and click Save.

You can then submit the saved trace data to Goldstar Software via Email or (for larger
data sets) via FTP.

Visual C++ Crashes

In recent versions, memory allocation seems to be an issue, and this has been causing
pop-up dialog boxes that indicate the Visual C++ Library is crashing. It is unclear if this
is a problem caused by recent changes to the Wireshark code, or by changes to the
Microsoft libraries. However, you may have issues getting a large capture using the steps
above.

The solution is to avoid the user interface and use the command-line tool dumpcap. Use
the option “-help” to get information about the command line options:

@H Command Prompt

C:“Program F1195\H1r‘e5har‘k>dumpcap -hel ||:(!

Dumpcar 1.8.4 (SVN Rev 46250 from ~trunk-1.8)

Capture network packets and dump them into a pcapng file.
See http://www.wireshark.org for more information.

Usage: dumpcap [options] ...

Capture interface:
=i {interface> name or idx of interface (def: first non-loopback)
-f {capture filter> packet filter in libpcap 'Fllter Séntax
=5 {cpuelon pagiet snapaheat legs [

A command like this should work for most users:

dumpcap -i 1 -b filesize:32768 -b files:100 -f "port not 3389" -w C:\Cap.pcap
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If you still can't get it to work, contact Goldstar Software and let us work with you to
help! Please note that this may be a billable support call if you have already used up your
free support time.
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